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EiE—: APl EB583Y Kong API Gateway i5[g)
{& /A Kong plugin integration UWWEELT Kong BY API Traffic

IEIR_: B EEIDA API Server
{& /A Server Sensor integration EH#EZUEE APl E4_EBY Traffic

Firewall FH@
Client —> API Server (22, 3000 ,8000)

Client —> Kong API Gateway (22 ,8000)

Client -> Noname (22 ,443)

Kong API Gateway —> API Server (3000 ,8000)
Kong API Gateway —> Noname (443)

API Server —> Noname (443)



APl Server ZE 75—

ZEEEMH Fastapi
apt updateapt-get install python3-pip

pip install fastapi uvicorn

Zmig API
vim main.py

# main.py

from fastapi import FastAPI
app = FastAPI()

@app.get("/apil")
async def root():

return {"message": "Hello World"}

@app.get("/api2")
async def root():

return {"api2": "ok"}

REEH

Run FastAPI

(CLI)

uvicorn main:app --reload --host 0.0.0.0 --port 8000

HIEARSS {E M Client
curl http://<api_server_ip>:8000/apil



APl Server Z3ZE 75— (GUI)

Z24E Ubuntu GUI
apt-get update
apt-get install ubuntu-desktop

systemctl| set-default graphical.target

Z24E Mockoon API Server
snap install mockoon

reboot

GUI 235 Mockoon
“mig APl IBE



Kong API Gateway 3fE

BIA FW AR
Kong Server ] 2A\ij[G] Api Server
curl http://<api_server_IP>:8000/apil

224 Kong
(&
https://docs.konghg.com/gateway/3.4.x/install/linux/ubuntu/?install=oss#installation)

bash <(curl -sS https://get.konghg.com/install) -p kong -v 3.4.2

EE5E/FF Control Plane and Data Plane

Switch to using Konnect? (y/n) n

IRE Kong fEH—

(&2 https://docs.konghg.com/gateway/3.4.x/get-started/services-and-routes/)
curl -i =X POST \

—-url http://localhost:8001/services/ \

--data 'name=my-servicel’ \

——data ‘url=http: //<api_server_ IP>: 8000/apil’

curl =i =X POST \
—-url http://localhost:8001/services/my-servicel/routes \
—--data ‘paths[]=/test1’ \

—--data ‘name=my-routel’

¥NIEARSS {# A Client
curl http://<kong_ip>:8000/test1



IRE Kong f§EH—

curl =i =X POST \
--url http://localhost:8001/services/ \
—--data 'name=my-service2’ \

——data 'url=http://<api_server_IP>:8000/api2’

curl =i =X POST \
—-url http://localhost:8001/services/my-service2 /routes \
--data 'paths[]=/test2’ \

—--data ‘name=my-route2’

WIIEARSS {EA Client
curl http://<kong_ip>:8000/test2



Noname on-prem 3ZfE

Resource: 8 core CPU, 32GB MEM , 256GB Disk

OS RIEfEIL

vim /etc/hosts

#:1 (& ) pIEN0L#)

For RHEL i248%<4] SELinux
vim /etc/selinux/config
SELINUX=disabled

THREZ=E
wget https://files.nonamesecurity.com/RjHylulLtD-noname-active —O noname.active.v3.40.10-

Its.tar

T&; Activation File (POC o]&&{#R)
wget http://172.104.171.157/noname.activation_poc_202504

Client R&} License File (POC & PNRPFEMITEPIE)
http://172.104.171.157 /Workshop-end_19Apr25.lic

fEEY8

mkdir /opt/nonamecp noname.activation /opt/nonametar -zxvf noname.active.v3.40.10-

Its.tar -C /opt/noname

FHAZR S
cd /opt/noname

./noname_installer.sh —-full-installation --activation noname.activation_poc 202504 --



admin-email <fiK=> --admin-password <ZRF3>

Option:

—--active 3L Active Testing

—-force RBRAFARRME (X Lab £, BF POC BAFARAEZXRAR)

RERTNLE

docker service Is

HH#HFLE Active Testing BT

docker service update noname_active_backend --env-add DATABASE _USE_SSL="false"

BR Ul EfE License



Kong Integration

Noname Ul > System > Integrations > Add Integration > Kong
T, plugin file iff upload Z Kong Server

unzip noname-security-kong-policy.zip

luarocks install kong-plugin-nonamesecurity-3.2.4-1.all.rock

vim /etc/kong/kong.conf
¥ EIFHD0E plugins = bundled,nonamesecurity

&3 Kong

kong restart

S F plugin
curl =X POST http://localhost:8001/plugins --data "name=nonamesecurity"

¥NIEARSS {# A3 Client
curl http://<kong_ip>:8000/test1

curl http://<kong_ip>:8000/test2

&EZE Noname Ul



Server Sensor Integration

Noname Ul > System > Integrations > Add Integration > Sensor
1%E4% Debain

& script file REYE/E XA miEesTIH XM

5 token BOALAITARE

cat > /tmp/noname_token << 'EOF’

machine us-centrall-apt.pkg.dev/projects/noname-artifacts login _json_key_base64
password

ewoglCJ0eXBlljogInNlcnZpY2VTYWN jb3VudCIsCiAginByb2plY3RfaWQiOiAibm9uYWIILWFydGl
MYWNOcyIsCiAginByaXZhdGVfa2V5X2lkljogljZhMmEWNGMzY jc0Y2M3ZDc5N jcyZ jMIOTNjY
MEOMDIYYmYyYYTQ1YmYiLAoglClwemlI2YXRIX2tleSI6ICItLSOtLUJFROIOIFBSSVZBVEUQSOVZLSO
tLS1cbk1JSUV2Z0ICQURBTkJINa3Foa2lHOXcwQkFRRUZBQVNDQktnd2dnU2tBZOVBQW9JQKFR
REIMLO9CAFNWSmMpBcUtcbmMwRUWIYVBITIFHZmx jNFp5SUWpPQL2hhT1IFekdhaU51VVRsZzZK
OW1hVzJ2dFRUaDVBQzgOKzlhcklkYSswV1Vcbm4zd3RONUEWMIhyMjFBZ2xjdjQ2ZkNIZmROd
ExICEFpbzRwenVWZOpBTTEVUDFDYzBJRXAWVXZ5UTF3VUtMZXVcbms5anhyWXZzRTgwTzIVT
0F0bndZV2ZUMkpGcFNXTXIvdVhORGIpNINKTEphblZUcSt5cncxQldBbEo5d2 VIMERcbmszTjZv
SEIFNFRITItTEFN2CckxJBEIPTTAXMWJzcmI2 TIpadXRybGRFMWJTU2wybWI5QXpHa2xwUk80YO
kzZEFcbjZiTWh3NOVRY3ZZSIp2ZHVaQmYzVIVGNjZmNUI5U1JUVKViUIp2YytjODRHaOpOTHAZ
RG42YOFSbOpxZWZucDFcbk52ckNydHRUQWANQKFBRUNNZOVBVIFXWFJORINhSGtrOTg2aUlt
TNRXcHQwWVNYrYnkwZG80bU5nZitLM1d5ZElcbndSWjFOTmZrMitzbzlybzhTZVVFV3pxbDgrWE
tNYmMUIdnJKSWw4bWJIMUI9LAGIGeFIKajlwQkZQa0dUSXJDY2xcbkhDZ jJROMVIXMmMxTeXBXYTB
tMnIVNmM16YXRDUVhPaUhXaEptVWV2cVZNNWdAWajUSRUIVMINiIK252U3FOZWZuNnJcblkzbOhr
aFYIK1YOYU5pajkxRk5WZ2VxVXpRK240a0INSVUYdGIrbDAnWKZTTFRiY TRQMI1pKVIh3bCtwMF
BsWWpcbmllcUc3R2pGdGxQTDVzeUNRCWxXZY1IIOQORCSTNCVmMOyMnpjSitibFhtdndUdDJxcGd
XZm9kTIhtR29CVVRYbXJCcbIBNTEO4NOOr VGQreDdoSDRYY0Y4ck9ZekNITGxqa3Z5Ukw5WFJsY
kNuUUtCZIFECVFJeFN2MEFBUNNIWU4vb09cbkVCaFNYQkNmMWTZMSnhoQzlrc3BULOV2WDNSs
akNOWk9JRTBYSnhvUWZBd3dDeUZFZFJINkxJCIRZUDZGSFc3YzZcbkoORHk3YKFOKO9CTTMITI
FIaFIOVIMwTI1crZXZEVCthUkpNdXdvanZ3VEISRUIXUG9BCWRDbjU3SDZSY jVROWpcbnFqS2V3
Ny8vY1F3SiphLzVDU2J4eGpadIBRSOINUURMZKVNaWJjRGt6bkIIMIRYay8zZ3pQNIVGRmMt3ZUh
BdTJcbmpKeUNIbm9BRGZkMIdocGNSYWsrUTIZUOTTMKIIZEAWYUISUHd3WHBMZWMSAIESRHI
DMmFvMURJeVorak9r VFJcbkdTaGpwZEFiLzUrGmRONVh4cTNQSWpIMWJISNUFIc250SVpOMCt



MAOFkOWROOTN2eHh6dWdCUTFEeHZBTElaYkdcbmZxaThMbkdkendLQmdDcDk2dIpYbXRSeU
FWZW5UOFNkUNN3NFNndWZsemZpcGNXTFdJaERpNzVzcHMwVHIOODBcbkILelpSYjRhWDJOa
DBOVHNIUGIrSXduWEFQcGd1S3ZaM3BBeWIXMGJhQINKAWIANOFpclhzalNZaHo1SnVPLINCb)R
KL3F5Y3d6ejFjbGRTAXNIRUI3VNVFZXJFRYIHenVIJOUFXNG5HAEpwWbFY4Zko4LytjQOJWSEPCQ
WIHQKFMbTRcbkVFSDhMeloxalVTdGdTb2IXd05MdXBgMXBKLOk4cnJyTXcwRES1dGdyK3l4a
WJkd2RHCTMrT2Y1VWo3UTVTaGlcbmZmRkN3bUM2c3RZUTM5eVdONyt3Ukd2M2tIQVZoaWE
XMzJpZ jNNZkhzQWZvZm5FMIBDMUwzMIlweGx6ekx WNOJCbkNPMDI2UUtDbE14bTIrdGFnK1JC
RG5ycWtZVE9qdnU1T2dQWUhMYmxBbOdCQUPEUEZoUEhKRVQS5aVpmcTNWWUNCbkNFZ1Jy
Wjh5TkQyblpBdVBLbOI6enJ jRWsyYS3IIUisOMNdKUFJaWGATbONDc2VVYVFUWGdkQO15S521pakp
GQOJcbkixSkhtVEdIZEh1dESzcGWwWZ Gk5WXZUOVhCK2JhZmNGZXROUTFrU3U3KOIKNmU4WV
VMOWZGN2E0d2d40TN2VTNcbmI5Z25NUjdRbjZpTFNIdNU5eEdIMUZacFxuLSOtLSIFTKQQUF)
JVKFURSBLRVktLSOtLVxuliwKICAiY2xpZW50X2VtYWIsl jogimRIbW8XLXNhYXNAbmI9uYWIILWFy
dGImYWNOcy5pYWOuZ3NIcnZpY2VhY2NvdW50LmNvbSIsCiAgimNsaWVudF9pZCl6ICIXMDQxN
JQOMjcxMTNOTk4MjcyODciLAoglCIhdXRoX3VyaSI6lCJodHRwczovL2FjY291bnRzLmdvb2dsZS
5jb20vby9vYXV0aDIvYXV0aClsCiAginRva2VuX3VyaSl6lCJodHRwczovL29hdXRoMi5nb29nbGV
hcGlzLmNvbS90b2tIbilsCiAgimF1dGhfcHJvdmlkzZXJfeDUwOV9;ZXJ0X3VybClélCJodHRwczovL
3d3dy5nb29nbGVhcGlzLmNvbSIVYXVOaDIvdjEvY2VydHMiLAogICJjbGlibnRfeDUWOV9ZXJ0X
3VybClé6ICJodHRwczovL3d3dy5nb29nbGVhceGlzLmNVbS9yb2JvdCI2MS9tZXRhZGFOYSIANTA
5L2RIbW8XLXNhYXMINDBuUb25hbWUtYXJOaWZhY3RzLmlhbS5nc2VydmljZWFjY291bnQuY29tli
WKICAidW5pdmVyc2VfZG9tYWIluljoglmdvb2dsZWFwaXMuY29tigp9Cg==

EOF

Upload Z API Server HZ3E
chmod +x install_script.sh

.Jinstall_script.sh

K& Sensor JR7S

systemct! status noname-sensor



4mER APl 1270 api3 E3 API4
vim main.py

# main.py

from fastapi import FastAPI

app = FastAPI()

@app.get("/api3")
async def root():
return {"api3": "N03H"}

@app.get("/apid")
async def root():

return {"api4": "IRTEE "}

REEH

Run FastAPI
uvicorn main:app --reload --host 0.0.0.0 --port 8000

KIEARSS {E M Client
curl http://<api_server_ip>:8000/api3
curl http://<api_server_ip>:8000/api4

&EZE Noname Ul



